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ellipticCurve 8 -- WTLS 7H HE —-
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Key Usape o m m
Private Key Usage Perigd n = X
Cerificate Policies (1} m m
Policy Mappings - = X
Subject Aternative Mames n m m
lssuer Alternative Mames n o m
Subject Oirectony Aftricutes n = X
Basic Constraints o = X
Mame Constraints - - -
Policy Constraints - - -
Extended Key Usape b o
CRL Districution Points n m 0
Oomain infprmation n ot o*
Authority Information Access n m 4]
Frocuraticn n o 0
< - oritical n . rorecrticsl b - criticg or norrortical - mat defined
m : mandskry 0 optorsl ® oot recommended

*JCEPE AMEY A F DIE AMEE Highly recommend T
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452 74 FI5wWE X509 2184 BEYA W HA 55 2o

J=wED™ ke Hel
Wersion m m
Signature m m
|ssuer m m
This Update m m
MHext Lpdate m m
Revoked Cerificates m'’ m
Uszer Cenficates m'’ m
Fevpcation Date m" m
GRL Entry Extionsions m"’ m
CRL Extensions m m
AEMEEyal o Hr 25 HHHT
critical
HYBED Yy w2
Authority Key ldentifier n m m
lssuer Aternative Mame n o m
CHRL Mumber n m m
lz=uer Distribution Point c o m
Defta CRL Indicator n D o
HEiRE
HEZ| EETED critical
o Hel
Reason Code n m m
Hold Instruction Code n D D
Imvalidity Date n ) o
Cerificate |ssuer c 2 m
< o critical n . norecriticsl b o criticg or norecrtical - ot defined
m : msndsiony rorecommerded O 0 optionzl % o forbidden or ot mocommenced

1 ERAEE Y HFEE S gE ERds EHIYF Y HF & HEM 254 EHIEF Y HFSEC
BIL4Z| RE2
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n 1

it
)

A FIREHE WTLS 2124 =zl

WTLS =4

WTLS 2124

=
[
(M -E) (US| FHE)
certificate_wersion W1 Wl
_ _ ecdsa_sha, ecdsa_sha,
signature algorithim
rza_sha rza_sha
issuer <Texts> <Text>
valid_not_before GMT ST
valid not_after ST ST
subject <Text> <Text=
_ ecdh(3),
public_ key type ecdsa(d)
rsalz)
parameter specifier option option
ecdh S7HEH,
publickey C_', ecdsa =747
rsa =707
Cisrat ecdsa A 4L ecdsa AMEZL
ignature
rsa A E gk rsa T84l
JE2mE™ A He|
cedificate_wversion m m
signature_algorithm m m
issuer m m
valid_not_before m m
valid_not_after m m
subject m m
public_key type m m
parameter_specifier m* m*
pUblic_key m m

m . mgrgstony, X0 onot eoommended, © o use ork when the public key type = eliptic cunve sigoithm
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AL 4 24 F|2HE X 509v3 21=4 DN #4A

7t £4 A9
=]
¥ 7he 2
& oD | «34 =7 e 4 #
Az | Ho | A
cotrumeniame Eha3 ch Bl O o O (A2 (o)
ELICRATE ghad ER 3z, Thh i i M| AR Tl
serial Mumber .55 Bl o o O |ddeE
[0 31G66
cottryia e 254k 3 g Od O O ::F(
Localitsiame 2.hay [ LB | A Ay N |AlEe 2
teCrProvineell
stateLrtrovincelal, cog | st 1 oA | oA | A |2 mE =E s
fme
organizationMame |2.5.4.10 o Bl O O O Al e 2
organzationTnitMa slgE B4, EE
&ha11 b
me o e e B T e
Eitle &h 11z bd Pl AN PN W~ 3 WP -
(7l 2el 8= Algs
businessCategory (25415 126 & o O - =
Tw
givenlame EhLAE JETER | A M O | Ak e B
initials ¢.h.113 32, 7bh M i S | A Ee S Yo ma
generatictualifier [2.5.4.44 3¢, ThE i) i) Do | AbEe 2 Ao
drtua lifi ¢.h.1.16 32, 7bh P AN i A Reletlve DD =
st AT S ' F oA SR TEA
e il4 ddess P izl o | o | o |#asd 22
. .52342.12 ool dd P
CiomainCotnponent fm.lm.l. de o O ] (BFC 2247)

s [ ™, O AD, A MED
= oD 0 ZAAtrbue)d e CID HAE= jcint-isc-itu-t2)-dsE)-atiribute Type(d) & W& SH,
locality 2l CID= 2547010, jcint-isc—itu-t2]-dsi5)-attribute Typeld-localty(F1 2 #7| &
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L. DN AtE 9]

[0 AaA= 95T A

o c=kr, o=KI5A, ou=RBootCA, cn=certltimestamp, [emaildddress]

¥ ¢ : Country (2}, o : Organization (7]24),
ou : Organization unit (7| &2 £AM)

cn : Common name (215 A M)
L FoaE78

o c=kr, o=KICA, ou=LicensedCA, [businessCategory],
[zerialMumber], [cnl, [emailsddress]
o c=kr, o=HFTC, cu=LicensedCA, [businessCategory],

[zerialM umber], [cnl, [emailAddress]
o c=kr, o=KOSCOM, ou=LicensedC A

[businessCategory], [seriallumber], [cnl, [emailAddress]

% businessCategory - Business category (AlE 2] E/)

O 7412

o Hg
c=kr, o=KIZS[A, [oul. [businessCategory], [serialMumber].
[cnl, [emailAddress]

o 7%l
c=kr, [o], [oul, [businessCategory], [serialumber], cn=Hong
Kil-Dong, [emailAddress]

% ZIUX2] en - Aol == HelY = {(HEYH)

Ao
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25 5 ¥4 ARFulE WTLS 9154 DN w4

7h &4 A

ol
re
ol

S B 4 ®H

™
ol

orgakization el sl entitvy®  service  name, CA

<CRE[ FICEHATE > .
sabscriber =,

<ol ganizakicn = ol Eanizatiot natne

oooioiar O
oo|o|iaial O

=Counkr v c-character [50 country oatme
<0 L CELNR FTIR Eully-cualified domain name o [P oaddress
. ffed2hd of Ao gli= 1ab 2= 270 S49 g,
<pxbension= , , .
272 SN (the attribote Sobject Serial Number) @2 7ls
s [ W, A

L, DN A& 4

O FAAEAE AL o

0 <servicenames: <organizations: <country>: <commonname>: [<extensions]

o LicensedCA SignKorea KOSCOM: KOSCOM: KR www signkorea, cotm.
[serial umber]” or
"LicensedCA SignKorea KOSCOWM. KOSCOM: KR 210,207 195, 70:
[serial umber]”

o LicensedCA SigniGate KICA: KICA: KR www signgate co ko
[serial umber]” or
"LicensedCA SignGate KICA KICA: KR 211359613 [serialMumber]”
o "LicensedCA YesSign KFTC KFTC KR wwiw vessign corr [serialMumber]
or
"LicensedCA YesSign KFTC KFTC KR 2032339144 [=erialMumber]”

I 5 AR 4

0 <servicenames. <organization>. <countrv>. [[<commonname:>]:
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[«extensions]]

0 “"Kookmin [nternet banking: Kookmin Banlk, Ifc,. KE:
[banking kookmin, co kr]: [seriall umber]” or
"Kookmin Internet banking, Kookmin Bank Inc: KR
(210,124, 53 70 [serial umber]”

o Lotte Shopping Mall Lotte Come KR [wwwr lotte,com)]: [seriallMumber] or
"Lotte Shopping Mall: Lotte Come KR [211,17450.5] [=erialMurmber]

¥ OWTLSEAM Y AE Tet(WMBHHE B=7|F02 AT 2 92, Key_hash_sha(o),
binary(o), X509 namelo)< AEr|Eo B2 A3 Aoz g}
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AE 6. WPKI URL ¢l & Al24 Q134 A5y

= dRAAs 78 Adste AEA UEM HSEE FAETH
1. HTTP URLS
P HTTP GET lAAR fAfstd 352 MIME 249 134 ¢,

L=

http:ff<base URL>7h=<issuer name hash>f&sn=<serial number:>

<hase URL>

<issuer name hash> SHA-13 {3k 20 octet, hasefd2 I TR Z2E7H

<serial number> base-642 I EHEE 54 HE

)

http: /fwww, somename, com/cert?ih=hvcNAQEFBOADs YEAshAGhYT TRgkFi&sn
=EPSUEl T ZE Degilr

Content—type: application/x-z509-user—cert
<binary 2, 509>

Z LDAP URLS

: [LDAFPURL]RLDAPSRCH] w3 £ wad 252 MIMES o}
=]

dap: /{ldap, wapfcn=W ap¥ezluser,o=Y ap>e2DSerches®620lne, ,c=US7user Cer tificate??
(userCertificate:2 5,13, 34:=123456%0="W ap¥e20L D AP 205 erches¥o20lne, ,c=1J3)

Content-type: application/=x-x509-user—cert
<hinary » 509 blob>
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7. 574 ATl & 954 7= 7€ (F)
1 #rEE
o=y AR g A Hl 2
ESA
S . RS A (768/2048) (WIN:768 DMAX: 2048)
. ECDSA(160/163) ECDSA
7l E (WIN:160 A 163)
Nk #AZA
. . RS A (768/2048) (MIN:768 DAX: 2048)
. ECDSA(160/163) *ECDSA
(MIN:160 MAX:163)
. SEED(128
St (z6)
. 3DES(168)
S
gt E=
- . SEED(128)
. 3DES(168)
hel 2 . SHAL
#H
e =
Ay . SHAL
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2o

2 FIE2EE 224 BHHE &
E1 AR = = i) o1
7hal 2} X R09 V3
2= A
3
Joe CWTLS A 254 (W) sVl IVBndatory)
EA S Bl X509 V30) O Option )
- AR 1, BY 7 B2 X509 V3
NZH =2oyg
2= A
seny CHR ] RM S REwe XE09 V3
e AEx =2y (O] sVl IVBndatory)
CEA I EE WTLS 91Z4 5 O(Option)
4 (L)
7hal 2} X R0 V2
CRLT3H
M X E0D VE
AR 7 BA SR XE09VI
7Hed A A= 4 E¥aAA 4 HA=ZE =
CHL =0y
zzod c@E oz BX | EulE XR09V3
M H A= E¥AA @ FAZF: =
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#] oo

=% w4y

7hgl =

- DER{IVD)
- PELI(O)

M FE m9 e UTEF

ApE

s MW(Mandatory)
O(Option)

A

R T BulE X509V 92 H
-LER, FEIM

CBA S BEulE WTLS 9954
-WTLS =4 sy 73

% fr2 mEL UTF
ApE

DM

7Hd A

3R 4 FH JIEWME KE09V3

UEH DN =3

A H

A A REeE KBV 92 H

-35 4 24 IEWHE XH09V3
=4 DN 33

CEY A B E WTLS 254

-3% 5,

2 5 28 FRWE WILS
02X DN 72

UdE A

FEFD

7H A

i 3

A

E T
CWTLS A 924

-48A1 ZF T

#PECS #

P Eelected Attribate Types
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%= AR g HH o 3
- FECS#10
o 7}l 7} CRA AEN A gy
a4
- FECE#10
A
19 - RFCZ2511
A=A URL ff
TH A 4
2l = A AFN A
] =
nEw A ] CAH AEA AL
CWINFIE + WIN 73
1A g stg# |- DER Sz HaHM)
CRL PEM HElz= A 3HO)
A 2k A .PEM, DER ®eiz A3
. CWINFIE + WIN 73
:E} stgA | PKCS#5z dEatated PRCSH
i
}ﬁfﬂ vhs= Ay
FECSH#HE ¢ 583 FPECE#
A 2 o _ s
2 ag w3
HPECS ¥ : Pagsword-Based Encryption Standard
HPECS #3 @ Private-kev information Ssmtax Standard

#®PKECS #10 : Certification Request Svntax Standard
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%= SRR S A Az
A 7} - CWINFE 2 WIN 73
ANy g - PECS#1Z
AFA,
ZHL MY - PECS#1Z
A g
LDAFR/HTTF
7tel =t AR 5 WPEL URL «]& A£=
':r'_FA'] 5&1. ':']FA-] Ii] ,:d
CHL
MH ~HE F OWPEKEI URL o] & Al&3]
=i HEH
IR EE ATH
+CEL #& delta-CEL AFEH HEHAFE
7t A QISR st of
+ Short-Lived Certificate A RS
2l = 4 RFCZ459 &8
AR g ®E A=dd
AFEH  dWEHAFE
« CHL 2 delta-CHL
A OCSf‘: o Fstel ok ¢,
A RS
RFCZ459 =&
- PECE#10
TR ey aza 239
AZH #a i
ZEES . . PKCS#0
-FFCERIL & A&
#HPKECS #12 ! Personal Information Exchange Standard
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